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DEFINITIONS

The key words "MUST", “MUST NOT", "REQUIRED",
“SHALL", "SHALL NOT", “SHOULD", “SHOULD NOT",
"RECOMMENDED", “"MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC
219;

VATSIM refers to the organisation at https://www.
vatsim.net/;

VATRUS refers to the organisation at https://www.
vatrus.info/.
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TEPMWHbI 1 OMPEAENEHNA

n "

KntoueBble cnoBa “oba3aH”, "Tpebyerca” cooTBeT-
CTBYHOT NyHKTY 1 cTaHaapta RFC 2119;

KntoueBoe cnoBO “He 06A3aH" COOTBETCTBYET MyH-
KTy 2 ctaHgapta RFC 2119;

/]

Kntouesble cnoBa “fomkeH”, “pekomeHayertca” co-
OTBETCTBYHOT NYHKTY 3 cTaHgapTa RFC 2119;

KntoueBble cnoBa "He LOMKEH", "He peKkoMeHayeT-
ca" cOOTBETCTBYHOT NyHKTY 4 ctaHgapta RFC 2119;

TepmuH VATSIM oTHOCUTCA K OpraHu3auuu Ha
https://www.vatsim.net/;

TepmnH VATRUS oTHOCMTCA K OpraHu3aumm Ha
https://www.vatrus.info/.
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INTRODUCTION

This document defines the VATRUS policy regarding
the data protection and handling.

This Policy has been put in place to achieve the
following aims:

« to comply with the law, particularly the EU
General Data Protection Regulation;

« to ensure good data protection practice which
when followed aims to protect members, staff,
the organisation and other individuals using our
services.
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BBEAEHWNE

Hactoawmn  fokymeHT onpegenser  MOAUTUKY
VATRUS B OTHOWEHMM 3awmTbl 1 06paboTkn AaH-
HbIX.

HaCTOFILl_Laﬂ noAnTMKa Obina BBE€JEHA B AeVICTBMe
ANA JOCTMXKEHMA CieAyHoW X LLeJ'IeVII

e cobnoaTh 3aKOH, B YaCTHOCTW, obLMe nosno-
XeHusa o 3awmTe gaHHbix B EC;

« obecneunTtb HajgneXXalyro MPakKTnKy 3allnThbl
AaHHbIX, KOTOpaAd, npn ee CO6)'II-OLI,eHl/Il/I, Ha-
npaBaeHa Ha 3alnTy y4aCTHUKOB, MepCcoHana,
opranmsaunm n 4pyrmnx 1L, NOAb3yHOWKMXCA Ha-
WrMn cepBmcamMu.




TYPES OF DATA

VATRUS collects a range of personal data on
members, both provided by the members directly
and from third parties.

While a member is using VATRUS services, or when
they request to join the VATRUS division, data is
transmitted from VATSIM centrally to VATRUS for
the purpose of ensuring the efficient functioning of
our services. This data includes:

*  The member’s full name

» Their email address

« Their country of residence
* Their age band

* The simulated Air Traffic Control and/or Pilot
Rating they have obtained with the VATSIM
network

» Positions of responsibility they hold with the
network, including level of access

Whilst using our services, additional data is collected
from and about you. This allows us to provide
the efficient functioning of our services. This data
includes:

« |P address and connection info

» Records of webpages visited and services utilised
 Individual training records

» Your requests for support

» Disciplinary history

« Communications with other members

* Any data you submit to our systems through
forms or actions taken while using any of our
services.
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BUAbI AAHHbIX

VATRUS cobupaeT paj nepcoHanbHbIX AaHHbIX O
CBOWX YYaCTHMKAX, KaK MPeLOCTaBAEHHbIX YYaCTHN-
Kamu Hanpsamyto, Tak 1 OT TPETbUX L,

Korga yuactHuk nonb3dyetca cepsucamm VATRUS
WAW KOTAa OH 3anpalluvBaeT NPUCOeANHERHNE K AN-
BM3MoHy VATRUS, aaHHble nepegatorca ns VATSIM
ueHTpanmsoBaHHo B VATRUS ¢ uenbto obecneve-
HNA 3OPEKTUBHOTO  PYHKLIMOHMPOBAHMA  HaLLMX
CEepPBMCOB. JTW AaHHble BKIOYarOT B cebs:

+  OWO yyactHmKa

» Ero agpec 3nekTpoHHOW NOYTHI
» Ero ctpaHy npoxuBaHmsa

+ Ero Bo3pactHyto rpynny

* PentuHr BmptyanbHoro aucnetyepa YBZ, n/vau
nnaoTa, NoayyeHHble nm B cetn VATSIM

« [loMKHOCTK, KOTOpble OH 3aHWMaeT B CeTH,
BK/IFOUas €ro ypoBEHb AOCTyNa

Bo Bpema MCNONb30BaHMA HaMX CEPBUCOB, AO-
NONHUTENbHbIE JaHHble COBMPAKOTCA OT 1 O Bac. ITO
No3BOASET HaM 0becneunTb 3PPekTUBHOE DYHKLIM-
OHMPOBAaHMeE HaLUMX CEPBUCOB. TW AaHHble BKIO-
YaroT B Cebs:

+ [P-aapec 1 nHpopmauma o coegnHeHnmn

¢ 3anncn noceweHHbIX BEB-CTPaHUL, M MCNONb-
30BaHHbIX CEPBNCOB

*  3anucu NHAMBUAYaNbHbIX YYEOHbIX 3aHATUIA
+ Baww 3anpocb! Ha noaaepxky

+  [ucumnanHapHasa nctopuma

«  Ob6LeHne C ApyrMMU yy4acTHVKaMK

« Jltobble AaHHble, KOTOpPble Bbl OTMpPaBAfeTe B
HalWwW CUCTEMbl C MOMOLLBO GOPM WA Aen-
CTBUW, MPeANPUHMMAEMbIX MPU UCMOTb30BaHNN
NHOObIX HALLMX YCAYT.




Communication platforms, including our forum,
have the functionality to receive any data, in
the form of freetext. Any personal data willingly
submitted here by individuals (e.g. personal data
such a telephone numbers or addresses) will be
retained and stored, even if removed from public
view. This data is then only available to a limited
number of authorised individuals.

VATRUS has an unequivocal commitment to:
«  Comply with both the law and good practice
» Respect individuals’ rights including:

« The right of access

» The right of rectification

* The right to object

« The right to suspend protest

« The right of erasure

» Be open and honest with individuals whose data
is held

» Provide guidance for staff who handle personal
data, so that they can act confidently and
consistently

* Report any cases where the transfer of user data
has occurred voluntarily to the appropriate data
protection authorities, even if this is not required
by law.
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KOMMYHMKaLMOHHbIE MAaTGOPMbl, BKAOYAs Hall
bopyM, MMeroT GYHKLIMOHANBHOCTb A8 MOAYYeHNs
JTOObIX AaHHbIX B BUAE CBOBOAHOTO TekcTa. Jltobble
JIMYHblE JaHHble, AOBPOBONABHO MPeACTaBNEHHble
34ecb GM3NYECKUMMN AnLLaMK (HanpuMep, SNYHble
AaHHble, Takne Kak HoMmepa TenepoHOB UK aape-
ca), byayT COXpaHeHbl 1 HaKOMEHbI, jaxe eCiv OHW
OyayT yaaneHbl M3 Myb6AMYHOTO MPOCMOTPa. ITu
AaHHble JOCTYMHbI TONbKO OrpaHWYEeHHOMY 4YnCay
aBTOPW30BaHHbIX AL,

VATRUS 6e30roBopoyHo 0basyetcs:

«  Cobntozatb Kak 3aKOH, Tak M OBLLENPUHATYHO
NpakT1Ky

* YBaxaTb MpaBa /HOAEN, B TOM UKCAE:
+ [lpaBo goctyna
+ [lpaBo ncnpasaeHua
* [lpaBo Ha BO3paxeHue
* [lpaBo NpPUOCTaHOBUTL NPOTECT
+ [IpaBo Ha yaaneHve

* bbiTb OTKPbITbIM N YECTHbLIM C JIFOAbMW, YUbW AaH-
Hbl€ COXPaHEHbI

* Hpe,ﬂ,OCTaBﬂFITb pekomMeHgaunm ana CoTpyaHN-
KOB, KOTOpPbIE O6pa6aTbIBaI-OT JNYHbIE daHHblE,
YTOObI OHW MOTAN AeIZCTBOBaTb YBEPEHHO U MO~
cejoBatesibHO

+ Coobuate 0 MtObbIX Cnyyasx, Koraa nepesava
NONb30BaTENbCKNX AaHHbIX Mpoun3oLuna 406po-
BOJIbHO B COOTBETCTBYHOLLME OpraHbl Mo 3aluuTe
AAHHbIX, ZlaXe eCn 3TO He TpebyeTcsa No 3akoHY.




RESPONSIBILITIES

Overall responsibility for ensuring data protection
and overall compliance with the relevant standards
and legislation rests collectively with the VATRUS
Division Staff Group (DSG).

The appointed Data Protection Officer is listed on
the VATRUS staff page here: https://vatrus.info/
about/division.

Several members of the DSG have specific
responsibilities to oversee others accessing personal
data collected by VATSIM:

* Division Training Director (VATRUS3) - ATC
Training Records;

* Pilots Department Training Director (VATRUS10)
- Pilot Training Records;

« Division Information Services Director (VATRUS7)
and Information Services Root Administrator
(VATRUS8) - Remote access to, and control of
stored data.

Other members of the DSG may from time to time
be tasked with specific responsibilities pertaining to
the control and storage of data.

All staff are required to read, understand and
accept any policies and procedures that relate to
the personal data they may handle in the course of
their work within VATRUS as detailed in this policy.
VATRUS expect the highest standard of probity of all
staff at all levels. No access to data can take place
unless there is a valid reason for such access.

VATRUS has a zero-tolerance policy towards
inappropriate access to data stored within our
systems. Any such access will result in the individual
concerned being prohibited from having further
access until such a time that the risk to personal
data has been suitably mitigated.
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OTBETCTBEHHOCTb

Bcs OTBETCTBEHHOCTb 3a obecrnevyeHue 3aWuThl
AAHHbIX M MONHOE CObMtOAEHME COOTBETCTBYHOLLMX
CTaHAAPTOB M 3aKOHOAATENbCTBA JIEXMUT Ha PYKO-
BoactBe ameBu3mMoHa VATRUS (zanee - "PykoBoa-
cTBO AnBn3noHa").

HasHaueHHbIN COTPYAHMK MO 3alumMTe AaHHbIX yKa-
3aH Ha CTpaHuLLe pyKOBOACTBA AMBM3MOHA NO ajpe-
cy https://vatrus.info/about/division.

Hekotopble uneHbl PykOBOACTBA AMBU3MOHA He-
CyT onpefeneHHble 06A3aHHOCTW, CBA3aHHblE C
AOCTYNOM K MepCOHa/IbHbIM AaHHbIM, COBPaHHbIM
VATSIM:

*  [npektop Yy4yebHO-TPEHMPOBOYHOIO LieHTPa
(VATRUS3) - yuebHble 3anucu YB/,

«  [npekTop y4ebHO-TPEHMPOBOYHOTO LieHTPa MO
noarotoske nwmnotos (VATRUS10) - otyeTbl no
0by4YeHNo NUAOTOB;

*  [npekTop MHOOPMALMOHHOW CyXObl ANBU3M-
oHa (VATRUS7) n agMuHKCTpaTop MHGOpMaLn-
OHHOW cyx6bl (VATRUSS) - yaaneHHbIn 2OCTyN
K XpPaHVUMbIM AaHHbIM W yrpaBaeHNe VMU,

Bpems OT BpeMeHW ApYyrMMm uneHam pPyKOBOACTBA
AVBM3MOHA MOTyT ObiTb MOPYYeHbl KOHKPETHblE
0643aHHOCTK, CBA3AHHbIE C KOHTPONIEM W XPaHEHW-
eM ZlaHHbIX.

Bce cotpyaHukn 06s3aHbl MpounTaTh, MOHUMATbL U
NpVYHUMaTb Nrobble MOAUTUKM M NpOLesypbl, OT-
HOCALLMECA K MePCOHaNbHbIM AaHHbIM, KOTOpble
OHW MOryT obpabatbiBaTb B x0Ae CBOelr paboThl
B VATRUS, kak moapobHO OnMCaHO B HacToALLeW
Monutnke. VATRUS oxungaeT BbiCOYaMLLENO YpOB-
HA YeCTHOCTM BCEeX COTPYAHMKOB Ha BCEX YPOBHAX.
[ocTtyn K AaHHbIM HEBO3MOXEH, eCV ANA Takoro
AOCTyNa HeT AeNCTBUTENIbHON NPUYMHBI.

VATRUS npuaepxmnBaeTcs NOANTUKM abCONKOTHOM
HEeTepPNMMOCTM B OTHOLUEHWN HeCaHKLIMOHUPOBAH-
HOro AOCTyNa K AaHHbIM, XPaHALLMMCS B HALUNX CK-
ctemax. JIlobom Takon AOCTYyN NPUBELET K TOMY, UTO
COOTBETCTBYHOLLEMY NNLy ByAeT 3anpeLLeHo MMeTb
AOMONHUTENbHBIA AOCTYN A0 Tex Mop, Moka pWUcK
ANA NepCOHaNbHbIX AaHHbIX He ByaeT COOTBETCTBY-
FOLLIMM OBPa3oM yMeHbLLEH.
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SECURITY

This section applies to all VATRUS's servers belonging
to or donated to the VATRUS division, including, but
not limited to Data Servers, Statistic Servers, or Web
Servers.

VATRUS operates on a segmented security approach,
where only the access required (with approved
members holding the status of privileged access)
to complete a required job is granted. VATRUS
employs access monitoring systems to ensure that
access is not being abused and can be traced back
to a specific individual.

VATRUS employs standard methods of encryption to
safeguard data, such as TLS encryption for accessing
data via a web browser. VATRUS also implements
additional change-audit scripts and monitors to
provide visibility into server activity. IP Address and
asymmetric based security settings are used to only
allow server access to authorised users or servers.
Passwords (excluding your VATSIM password which
is never passed to VATRUS) are stored as salted
hashes, preventing them from being viewed in plain
text.

In order to ensure service continuity, VATRUS retains
data backups of relevant systems to ensure a speedy
recovery of impacted systems while maintaining
data integrity and security. These backups are
encrypted, and access is granted only to authorised
individuals.

The main specific risks to the security of data are:
+ Phishing attacks to gain server level access,

* Access by means of trojan or keylogging
programs on members systems, and
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BE3OINACHOCTb

DTOT pasfen OTHOCUTCA KO BCeM cepeepamM VATRUS,
npuHaaiexawmmMm Wan  NoAaPeHHbIM  AUBU3MO-
Hy VATRUS, Bkarouasn, NOMMMO NpPOYero, cepeepbl
[AHHbIX, CepBepbl CTaTUCTUKKN 1an BeH-cepBepsl.

VATRUS paboTaeT Ha OCHOBE CerMeHTMpPOBaHHO-
ro nozaxosa k obecneyeHnro HesonacHoOCTK, Koraa
NpefOCTaBAAETCA TOAbKO HEeOobXOAMMBIA  AOCTYM
(TONbKO aBTOPM3OBaHHbLIM YYaCTHUKAM, MMEROLLMM
CTaTyC NPVBMNETMPOBAHHOIO AOCTYNa) ANA BbINOA-
HeHns Tpebyemon paboTbl. VATRUS wucnonb3yet
CUCTeMbl KOHTPOAA AOCTyNa, 4TObbl rapaHTUpO-
BaTb, YTO OTCYTCTBYeT 310ynoTpebaeHme JOCTynoM,
M ANA BO3MOXHOCTW OTCAEXMBAHWA AENCTBMW A0
onpefeneHHoro YenoBeka.

VATRUS ncnonb3yet ctaHAapTHble METOAb! WNPPO-
BaHWA 414 3alUMTbl AaHHbIX, Takue kak TLS ana fo-
CTyna K AaHHbIM yepe3 Beb-6pay3ep. VATRUS Tak-
Xe peannsyet AOMNONHUTE/bHbIE CLEHapuUn ayamTa
M3MEHEHWIM 1 MOHUTOPWHIa Ans obecnevyeHns Ha-
Har0aeHMA aKTUBHOCTM cepBepa. IP-agpec 1 acnm-
MeTpUYHble nmapameTpbl 6e30MacHOCTN UCNOb3Y-
tOTCA, UTOObI pa3peLllnTb AOCTYN K CEPBEPY TOMBKO
aBTOPM30BaHHbLIM MOJIb30BATENAM WU CEpBEPAM.
Mapoau (3a ncknroueHvem satlero naponsa VATSIM,
KOTOpbIA HMKoraa He nepepaetca B VATRUS) xpa-
HATCA B BUAE "X3LLEN C CONbH", UTO NpeaoTBpaLlaeT
MX MPOCMOTP B BMAE NMPOCTOroO TeKCTa.

Y1obbl 0becneunTb HenpepbIBHOCTb OOCNYXMBa-
Huna, VATRUS coxpaHsaeT pesepBHble KOMUU AaH-
HbIX COOTBETCTBYHOLLMX CMUCTEM, YTODObI 0becneunTb
ObICTPOE BOCCTAHOBEHME 3aTPOHYTbLIX CUCTEM MPW
COXPaHEeHWN LLeNOCTHOCTM 1 6e30MacHOCTN AaHHBbIX.
OTN pe3epBHble KOMUK 3awndpoBaHbl, U AOCTYM
NpeAoCTaBAAETCA TONbKO aBTOPM30BAHHBIM NMLAM.

OCHOBHbIMU crieumdUyecknMm puckamm ans 6e3o-
MaCHOCTW aHHbIX ABNAROTCA:

«  OuWwKMHroBble aTaku ANs NoayYeHus 4oCTyna Ha
YPOBHe cepBepa,

* ,ﬂ,OCTyI'I C NMOMOLWbBH TPOAHCKUX MPOrpaMm 1an
nporpamm KEMNOMMHIa B CUCTEMAX Y4aCTHNKOB,
n




» Access by unauthorised staff members who have
been granted access

Mitigation of the first two risks is firstly by screening
allindividuals before granting access and secondary,
encouraging members who have a higher level
of access to ensure they adhere to good security
practices on their personal systems. The last risk is
mitigated by access logging and reverting changes
made by those who misuse access.

DATA RECORDING AND STORAGE

The majority of membership data is passed to
VATRUS by VATSIM. We assume that these data is
accurate. Where it is not, VATRUS offers mechanisms
for rectification of membership data, as set out in
this policy.

A VATSIM member may request an update of his/
her retained information by making a request in
writing to members@vatrus.info.

Data is stored in standard file systems and databases.
Access to these systems is controlled by secure direct
access to the controlling machine or application,
or via a secure web interface. Access is further
controlled and protected against unauthorized
access using standard measures, such as role-based
access control.

VATRUS is bound by the retention periods of VATSIM,
set out in their Data Protection and Handling Policy.
Requests for erasure can be processed by VATRUS
but may need escalating to VATSIM in order to fulfil
the entirety of the request.

VATRUS does not archive any data to other servers at
this pointin time for long term storage. Data is either
maintained within the production environment and
backed up as described above, or deleted entirely.
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« JlocTyn HeaBTOPM30BaHHbIX COTPYAHMKOB, KOTO-
pbIM paHee 6bln NpefoCTaBaAeH AOCTYN

CHUXEHWe NepBbIX ABYX PUCKOB - 3TO, BO-MNePBbIX,
npoBepka BCeX AWL, nepej NpejocTaBNeHneM Ao-
CTyna, a BO-BTOPbIX, MOOLPEHNE YNEHOB, KOTOPbIE
MMeroT 6osee BbICOKWIA YPOBEHb AOCTYMa, YTOObI
ybeanTbCs, UTO OHW MPUAEPXKMBAKOTCA XOPOLUMX
MeToZ0B 6€30MacHOCTU B CBOMX JIMUHBIX CUCTEMAX.
MocnesHWIn PUCK CHUXAETCA 3a CYET perncTpaumm
AOCTyNa N OTMEHbl M3MEHEHUM, BHECEHHbIX TEMM,
KTO 3/10ynoTpebnseTr 4OCTYNnoM.

3ATMNCb N XPAHEHWE AAHHbIX

Bonblwasa yactb AaHHbIX 06 yyacTHMKe nepesaeT-
ca VATRUS n3 VATSIM. Mbl npeanonaraem, 4to 3tu
[laHHble TOYHbI. B cayyasx, rae 310 He Tak, VATRUS
npeanaraeT MexXaHu3Mbl WCNPaBAEHUA  [aHHbIX
YUaCTHWMKA, KaK M310XKEeHO B HacToALlen [NonnTuke.

YuactHuk VATSIM  MoxeT 3anpocutb O6HOBAe-
HUe CBOeN CoXpaHeHHOW MHdOopMaLMK, Hanpasus
MMCbMEHHBIN 3anpoc Ha members@vatrus.info.

[aHHble XpaHATCS B CTaHZAPTHbIX alNOBbIX CU-
cTemMax 1 6asax AaHHbIx. [locTyn K 3TUM cuctemam
KOHTpONIMpPYyeTCca 6e30MnacHbIM NMPAMbIM AOCTYNOM K
yNpaBAstoWeMy KOMMbHOTEPY MK NMPUNOXKEHWNIO, a
TaKxe yepe3 be3onacHbI Beb-mHTEpdenc. JocTyn
AOMOJIHUTENBHO KOHTPOIMPYETCS U 3aLlimLLaeTcs OT
HeCaHKLMOHNPOBaHHOMO A0CTyna C WCMoib30Ba-
HWEM CTaHZapPTHbIX Mep, TakuxX Kak KOHTPOab A0-
CTyna Ha OCHOBE ponen.

VATRUS orpaHuueH nepuogamm xpaHeHua VATSIM,
yKa3aHHbIMK B MX [oanTrke 3amTtbl 1 06paboTku
AaHHbIX. 3aNpocChl Ha yAaneHne MoryT HbiTb 0bpa-
6otaHbl VATRUS, HO, BO3MOXHO, noTpebyeTtcs ne-
pefada 3anpoca B VATSIM ans obecneyeHnsa non-
HOTbI BbINOJHEHMA 3anpoca.

B Hactoawee Bpemda VATRUS He apxvBupyeT Hu1Ka-
KMe JaHHble Ha Apyrve cepsepbl ANA ANNTENbHO-
ro xpaHenusa. [aHHble anbo xpaHATCa B pabouem
OKPY>XEHUK, MO0 CO3Aat0TCA pe3epBHble KOMuMK,
KaK OMMCaHo BbliLle, MO0 NOAHOCTLIO YAANAIOTCA.
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TRANSPARENCY

VATRUS is committed to ensuring all members are
aware of what data is collected and why we do so.
As outlined in the VATRUS Privacy Policy, data is
collected for the purpose of ensuring the provision
of, and smooth operation of the VATRUS division.
Data may be transferred to other organisations
affiliated with, or associated with, the division
to provide services to enhance and extend the
simulated aviation environment. Who we transfer
data to is covered within the VATRUS Privacy Policy.
Where it is not covered, we will seek your permission
to pass on personal data before doing so.

All staff within VATRUS are responsible for the data
they access at all times. The various departments
most closely associated with members’ data are the
Web Services Department and Division Staff Group.
Where staff are required to use data for statistical and
management purposes, anonymous aggregated or
pseudonymised data will be used where possible.
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MPO3PAYHOCTb

VATRUS ctpemutca K Tomy, 4tobbl BCE yYaCTHUKM
3HaNW, Kakue fAaHHble CObMparoTCcA 1 NMoYemMy Mbl
310 Aenaem. Kak ykasaHo B [losnTnke KOHUAEH-
umansHoctn VATRUS, aaHHble cOBMparoTcs C Lenbto
obecneyeHna npesoctaBneHma 1N becnepebonHom
pabotbl amBmanoHa VATRUS. [aHHble moryT ne-
peAaBaThCA APYrMM OpraHu3aumaM, OTHOCALLMMCA
MAN CBA3AHHBIM C AMBU3MOHOM, A4 NpejocTaBae-
HUA YCIYr MO YAYULEHUIO U PacLUMPEHUO MOAe-
JIMPYEMON aBMALIMOHHOW cpeabl. Ha opraHunsaumny,
KOTOPbIM MepefaroTca AaHHble, pacnpoCTpaHAeTca
nonnTka KoHpuaeHumanbHoctn VATRUS. B apyrux
cnyyasnx, Mbl Bysem 3anpalumBaTh y Bac paspeLue-
HWe Ha nepegady NepcoHaNbHbIX AaHHbIX, Mpexae
Yyem caenatb 3TO.

Bce cotpyaHukm VATRUS HecyT OTBETCTBEHHOCTb
33 BCe JaHHble, K KOTOPbIM OHW WMEKT AO0CTyn.
PaznnuHble oTaenbl, Hambonee TeCHO CBA3aHHbIE
C JaHHbIMW YYaCTHWKOB, - 3TO MHGOPMaLMOHHaA
cnyxba AMBM3MOHA W PYKOBOACTBO AMBWU3MOHA.
Tam, rae COTPYAHWKM AOMXKHBI MCMOb30BaTh AaH-
Hble ANA CTaTUCTUYECKMX W yNPaBAEHUECKMX Lenen,
ByayT MO BO3MOXHOCTU MCMONb30BaTbCA aHOHWUM-
Hble arpernpoBaHHbIe AW NCEBAOHNUMHbIE AaHHbIE.




RIGHT OF ACCESS

Requests for personal data under the Right of
Access are the responsibility of the appointed Data
Protection Officer and their team. Such requests are
required to be complied with within one month of
the request being received. If circumstances prevent
this from occurring, an extension of a further two
months may be instituted by VATRUS, providing
that the member making the request is informed
of this fact before the expiration of the original one
month deadline.

Right of access requests must be sent via email to
web@vatrus.info. If staff at a lower level receive
anything that might reasonably be construed to be
a request for access they have a responsibility to
pass this to the appointed Data Protection Officer,
as described above.

Where the person managing the access procedure
does not know the individual personally, the
individual's identity must be verified before handing
over any information.

VATRUS will not charge any fee for processing or
providing data for requests under the Right of
Access.

The appointed Data Protection Officer is responsible
for handling requests under the Right of Access
provisions. Requests will be made via web@vatrus.
info. Only personal data will be shared with the
member. Other individuals’ personal data will be
redacted.
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MPABO JOCTYMNA

3anpocbl Ha NpeAocTaBaeHne NepCoHasIbHbIX AaH-
HbIX B pamMkax npaea AOCTyna ABAAOTCA 06A3aHHO-
CTbHO Ha3HAYeHHOro COTPYAHMKA MO 3alumTe AaH-
HbIX W €ro KOMaHzbl. Takune 3anpocbl 4OMXKHbI ObITb
BbIMOJIHEHbI B TeYeHMEe OLHOro MecAua ¢ MOMeHTa
nonyyeHua 3anpoca. Ecim obcroatensctea He no-
3BO/IAKOT 3TOMY Npom3onTtn, VATRUS moxeT Ha3Ha-
YUTb MPOANEHME eLLle Ha iBa MecCALla, MPW YCI0BUY,
YTO YYaCTHUK, AeNarolWmii 3anpoc, byaeT MpPowH-
dopmupoBaH 06 3ToM dakTe A0 UCTEUEHNA NEePBO-
Haya/IbHOro CpoKa B OAMH MecAL,.

3anpocbl 0 NpaBe AOCTyrna AOMXHbI ObiTb OTMpPaB-
NeHbl MO 3/eKTPOHHOW MnouyTe Ha azpec web@
vatrus.info. Ecam coTpyaHvkin 6oaee H13Koro ypoB-
HSA MOJYYatoT YTO-AMOO, UYTO MOXKET ObiTb Pa3yMHO
MCTONKOBAHO Kak 3amnpocC Ha AOCTyr, OHW 0bsA3aHbl
nepesaTb 3TO Ha3HAUYEHHOMY COTPYAHMKY MO 3alLm-
Te ZaHHbIX, Kak OMMCaHO BbiLLe.

Ecav nvuo, ynpaeastoliee npoueaypon Aoctyna,
He 3HaeT y4yacTHWKa JIMYHO, ero IMYHOCTb AOMKHA
ObiTb MpOBepeHa Mepej nepefadvert Kakom-nmbo
nHOpMaLmn.

VATRUS He byzeT B3nmaTb HMKAKOM NaaThl 3a obpa-
60TKYy MW NpefoCTaBAeHNE AaHHbIX A1 3aMpOCOB
B COOTBETCTBMM C MPaBOM A0OCTyna.

Ha3HaueHHbIN COTPYAHWMK MO 3alMTe AaHHbIX OT-
BeyaeT 3a 06paboTKy 3aMpOCOB B COOTBETCTBUM C
NONOXeHWAMM O MpaBe AOCTyna. 3anpocbl Heob-
XOAMMO HanpasaAaTb Ha web@vatrus.info. Tonbko
JIYHblE JaHHble ByayT nepesaHbl yyacTHUKY. [ep-
COHa/IbHble AaHHble APYrux nnL, ByayT yaaneHbl.
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RIGHT OF RECTIFICATION

Accurate data is in the best interests of both the
network and the membership. The appointed Data
Protection Officer is responsible for the management
of such requests.

Right of rectification requests should be made to
web@vatrus.info. If staff at a lower level receive
anything that might reasonably be construed to be
a request for rectification they have a responsibility
to direct the member to the above email address.

VATRUS will not charge any fee for requests under
the Right of Rectification.

RIGHT OF ERASURE

Requests for deletion of personal data under
the Right of Erasure are the responsibility of
the appointed Data Protection Officer and their
team. Such requests are required to be complied
with within one calendar month of the request
being received. If circumstances prevent this from
occurring, an extension of a further two months
may be instituted by

VATRUS, providing that the member making the
request is informed of this fact before the expiration
of the original one-month deadline.

The appointed Data Protection Officer is responsible
for handling requests under the Right of Erasure
provisions. Requests will be made via web@vatrus.
info. If staff at a lower level receive anything that
might reasonably be construed to be a request for
erasure they have a responsibility to pass this to the
appointed Data Protection Officer without delay.

Where the person managing the erasure procedure
does not know the individual personally, the
individual's identity will be verified before handing
over any information.

VATRUS will not charge any fee for deleting data
under the Right of Erasure.
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MPABO HA NCTTPABJIEHUE

TOuHble AaHHble OTBEYArOT WMHTEpecaM KakK CeTy,
TaK U ee y4acTHMKOB. HazHauyeHHbIM COTPYAHMK MO
3alMTe AaHHbIX OTBEYaeT 3a yrnpaBaeHWe TakMmu
3anpocamu.

3anpocbl O MpaBe Ha WCMpaB/eHue cneayet Ha-
npaBnAaTb Ha web@vatrus.info. Ecanm cotpyaHunkm
6onee HM3KOro YpOBHA MOAy4YatoT YTO-AMbO, YTO
MOXeT ObITb Pa3yMHO MCTONKOBAHO Kak 3anpoc Ha
ncnpaefeHne, OHM 06A3aHbl HaNPaBUTb y4acTHMKA
Ha yKa3aHHbIN Bbille aapec 3NeKTPOHHOM MOYThI.

VATRUS He 6yzeT B3MMaTb naaTy 3a 3anpockl B CO-
OTBETCTBUW C MPABOM Ha UCMpPaBAEHME.

MPABO HA YOANEHWE

3anpocbl Ha yAaneHwe MepCcoHasbHbIX AaHHbLIX B
paMKax MpaBa Ha yjaneHue ABNAOTCA 0bA3aHHO-
CTbFO HA3HAUYEHHOro COTPYAHWKA MO 3aluTe AaH-
HbIX M €ero KOMaHZbl. Takune 3anpochl 4OMKHbI ObITb
BbIMOJIHEHbI B TeYeHWe OAHOro KaleHAapHOro mMe-
CALA C MOMEHTa NoayYeHns 3anpoca. Ecav obcros-
TeNbCTBa He MO3BONAROT 3TOMY npousomnTn, VATRUS
MOXET Ha3HauuTb NPOAJIEHNE eLle Ha [Ba MecALa,
npwv YCAOBUM, UTO Y4YaCTHWK, AeNatolimi 3anpoc,
6yaet nponHdopMMpoBaH 06 3ToM dakTe A0 ncTe-
YeHMA NepBOHaYaNbHOrO Cpoka B OAMH MecAl,

HasHauyeHHbIN COTPYAHWMK MO 3almTe AaHHbIX OT-
BeuaeT 3a 06paboTKy 3aMpOCOB B COOTBETCTBUM C
MONOXEHWAMM O MpaBe Ha yAaneHne. 3anpockl He-
0bxoAMMO HanmpaBaATb Ha web@vatrus.info. Ecam
COTPYAHWKM OONee HU3KOrO YPOBHA MOJyYaroT
YTO-MOO, YTO MOXET ObITb Pa3yMHO MCTONKOBAHO
Kak 3ampocC Ha yAaneHue, OHM 0bfA3aHbl He3amea-
NUTENBHO NepesaTb 3TO Ha3HAaYeHHOMY COTPYAHMKY
MO 3alumTe AAHHBIX.

Ecan nnuo, ynpasaatoLlee npoLesypour yaaneHns,
He 3HaeT y4acTHMKa IMYHO, ero JMYHOCTb AOKHA
ObITb NpoBepeHa nepea nepegadyert Kakon-ambo
NHbOpPMaLNN.

VATRUS He 6yaeT B3nMaTb HMKaKOW MAaThl 3a yAa-
JleHVe JaHHbIX B COOTBETCTBMM C MPaABOM YAaNEHNA.
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VATRUS shall evaluate all requests for erasure.
VATRUS reserves the right to retain any data that it
believes is in its legitimate interest to do so, or that
is required to establish, exercise, or defend any legal
claims.

FINAL PROVISIONS

The VATRUS website contains links to other websites.
Please be aware that VATRUS is not responsible
for the policies of such sites. VATRUS encourages
its visitors to be aware when they leave its website
and to read the privacy statements of each website
that collects personally identifiable information. This
Policy applies solely to information collected by
VATRUS and its services.

This Policy is an internal document of the personal
data operator, is publicly available and is to be
posted on the official website of VATRUS - https://
www.vatrus.info/.

This Policy is subject to change, addition in case of
new legislation and special regulatory documents.

This Policy was prepared in Russian and in English.
If any contradiction exists between the Russian
version of this Policy and the English version, the
Russian version will prevail.
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VATRUS oueHunT BCe 3anpockl Ha yaaneHne. VATRUS
OCTaBAAeT 3a COHON NPaBO COXPaHATb NtOObIE AaH-
Hble, KOTOPbIE, MO €r0 MHEHW, COOTBETCTBYHOT €ro
3aKOHHbIM MHTEpecaM Wan KOTOpble HeOBXOAMMBI
ANA YCTaHOBNEHMA, OCYLLECTBNAEHUA WAW 3aluThl
NOObIX topuAnYeckx TpeboBaHMN.

SAKNTIOHYUNTENIbHBIE MOJIOXEHWNA

Cant VATRUS cosepXuT cCbiNkn Ha Apyrye caunTbl.
[MomHuTe, uto VATRUS He HeceT OTBETCTBEHHOCTU
3a noamtukm Takmx cantoB. VATRUS npw3biBaer
CBOWX moceTuTenen HbiTb B KypCe, KOraa OHW Mo-
kmnaatot Beb-camt VATRUS, v umtath 3aaBieHUd O
KOHOUAEHLMANBHOCTU WU MOANTUKM 3alLmTbl U 0B-
PaboTKM AaHHbIX KaXA0ro Beb-canTta, KOTOpPbIM CO-
bupaeT AnuHyto nHdopmaumto. Hacrtoswas Moam-
TMKa OTHOCWUTCA WUCKJIHOUNTENIBHO K WMHGOpMaL MK,
cobpaHHoin VATRUS u ero cepsucamu.

Hactoawada lNloantuka ABNAETCA BHYTPEHHUM [0-
KYMEHTOM onepaTtopa MepCOoHanbHbIX AAHHbIX, AB-
naeTcs obLeAOCTYNMHOM U NOANEXNT Pa3MeLLEHNIO
Ha oduumancHom camte VATRUS - https://www.
vatrus.info/.

HaCTOFILLIlaFI [Monutuka noanexuntT nsmMmeHeHnro, 40-
NOJIHEHNKO B C/lydae NnoABAEHNA HOBbIX 3aKOHO/a-
TENbHbIX aKTOB U CrneurasibHbIX HOPMaTMBHbIX A0-
KYMEHTOB.

Hactoawada [lonntrka nNoOArotoB/ieHa Ha PYyCcCKOM
M aHTINMNCKOM A3blke. B cayuae obHapyxeHusa ka-
KMX-IMOO HECOOTBETCTBMIM MeXAy BepCuen Ha-
croAwen MoanTukn Ha pPyccKOM A3blke N BEPCUEN
HacToALen [MoNNTUKM Ha aHIIMCKOM A3bike onpe-
Aengaollee 3HaveHve byaeT MeTb BEPCUA Ha pyC-
CKOM fi3bIKe.
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